TRIM TIP #23  - Establishing Security on a given record in TRIM

By default a Ministry of Forests record (documents, folders, boxes) is available for viewing by all Ministry of Forests employees.

There are specific records or series of records where this open access is not appropriate.

The attached Appendix 1 lists classifications that will require some level of additional security.  Note that in some cases this security need only be applied to the E-folder in order to protect its contents but the corresponding P-folder would not require the security since the mere existence of the file is not sensitive information.  In some cases, even the P-folder will need additional security (investigation files).

Where this is the case, the need for security and the individuals needing access are identified to the Records Management Unit (RMU).  The RMU will then establish an appropriate Access Group as a location within TRIM.

This Access Group will then be the means by which security is applied to given records.

Establishing an Access Group

Note that Access Groups should include a local Information Worker and will include the RMU and TRIM Administrators.

The Access Group is created by the RMU with the following title format:

“Access Group – RNI - HR”

All begin with “Access Group”

“RNI” =  org unit using this setting

“HR”=  reason for security setting

In this case the Access Group was to restrict access to HR records held by RNI.
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Applying an Access Group to existing files
Identify the records you want to apply the Access provisions to.  This can be one file or many.
· Highlight the file.

· Right Click

· Choose Audit/Security

· Choose Security/Access
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Choose “Access Control” tab
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Tag View Document
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Choose “Custom”
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Select the “Replace Current Access Control …” radio button:
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And using the Add and Remove buttons, choose the Access Group that is appropriate to the file(s).

Hit OK to apply the Access restriction.

Applying an Access Group to new files
As part of the data entry, at the Locations tab, the Access Group is added at the Access Control field:
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Complete as described above.
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Hit OK to apply the restriction

Appendix 1
TRIM Implementation: Ministry of Forests

Security and Access Control Requirements


November 2007

TRIM Access Control Types

Access control types in TRIM are as follows:

i) View Document - Gives read-only permission for the electronic documents and email in the folder.


ii)
View Metadata - Gives permission to see data about the folder and the documents in the folder (e.g., title, dates, creator, notes).


iii)
Update Document - Gives full permission to update electronic documents in the folder.


iv)
Update Record Metadata - Gives permission to modify data about the documents and folders (e.g., add notes).


v)
Modify Record Access - Gives permission to edit the access control properties for the folder. 

vi)
Destroy Record - Gives permission to mark the folder for destruction in accordance with approved retention schedules.


vii)
Contribute Contents - Gives permission to add documents to the folder.

Government Standard Configuration

The BC Government configuration of TRIM sets baseline standards for security and access controls.  The most notable setting is that security and access controls will not be applied to individual documents.  Documents are all placed in folders and derive their security settings from the folder.

Default Ministry Access Controls

As a result of these decisions, default access control settings for TRIM folders (electronic and physical) are as follows: 

	View Document
	Ministry of Forests and Range

	View Metadata
	Ministry of Forests and Range

	Update Document
	Organizational Unit, Regional File Creators

	Update Metadata
	Organizational Unit, Regional File Creators

	Modify Record Access
	Regional File Creators

	Destroy Record
	Organizational Unit, Regional File Creators

	Contribute Contents
	Organizational Unit, Regional File Creators


An electronic document stored in TRIM will assume access control settings from the folder in which it is placed.  Members of the Organization Unit and their File Creators will be able to move documents from one folder to another.

Default access control settings for TRIM documents are the same as the folder in which they are contained.

Exceptions

In specific cases (i.e. Human Resource, Compliance and Enforcement records) a more restricted access is required.  This special security is applied at the folder level through the use of Access Groups.

Application for this special security is made by the Director or Manager responsible for the records to the Ministry Records Officer detailing:

· the ARCS or ORCS classification of the records to be covered

· the people to have access to the records

· the reason why this security is required 

These emails are filed under classification ARCS-06450-20 DEVELOPMENT: PROJECTS - PROJECTS: INDIVIDUAL - TRIM – Security

Access Groups

Establishing an Access Group

Note that Access Groups should include a local Information Worker and will include the Records Management Users and TRIM Administrators.

The Access Group is created by the RMU with the following title format:

“Access Group – RNI - HR”

All begin with “Access Group”

“RNI” =  org unit using this setting

“HR”=  reason for security setting

As much as possible a narrative rationale for the security is included in the notes field of the Access Group.

Auditing application of Access Restrictions

Searching

1. Using the search method “Access Control”, Location = <Access Group>, Access Control = View Document will show you all the records that Access Group has been applied to (assuming you have permission to see those records).

2. Searching for the records by their classification filtered to the appropriate org unit will identify the records that should be restricted.  Compound that search to have and Access Control search described in 1 above as a negative statement should list all the records that don’t have the Access Control applied (but should) 

	ORG unit
	Records
	Classification
	Restriction
	Rationale

	All
	Human Resource Records 
	ARCS-01305-03

ARCS-01305-03

ARCS-01310-50 ARCS-01360-20 ARCS-01390-20 ARCS-01390-30 ARCS-01385-20 ARCS-01480-02 ARCS-01480-03 ARCS-01480-04 ARCS-01480-20 ARCS-01550-30
ARCS-01560-04

ARCS-01560-20

ARCS-01580-04 ARCS-01580-05 ARCS-01665-03 ARCS-01665-04 ARCS-01665-08 ARCS-01665-20 FOR-57240-20 

FOR-57240-30 

FOR-57240-40 
	View Document

Access Group <ORG UNIT> HR
View Metadata

Access Group <ORG UNIT> HR
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	HR records include records containing sensitive personal information (IE Grievance files) both in document content and metadata.



	All
	Compliance and Enforcement case files
	FOR-23060-40
	View Document

Access Group <ORG UNIT> C&E
View Metadata

Access Group <ORG UNIT> C&E
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Investigations material, 3rd party business information, personal information

	All
	FOI case files
	ARCS-0290-20

ARCS-0292-30

ARCS-0292-40

ARCS-0292-45

ARCS-0292-50

ARCS-0292-70

ARCS-0293-20

ARCS-0293-30

ARCS-0293-50


	View Document

Access Group <ORG UNIT> FOI
View Metadata

Access Group <ORG UNIT> FOI
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	All exceptions of FOI legislation potentially apply

	All
	contracts
	ARCS-01070-20
ARCS-01070-21

ARCS-01070-23

ARCS-01070-25

ARCS-01070-27

ARCS-01070-29

ARCS-01080-20
ARCS-01080-21

ARCS-01080-23

ARCS-01080-25

ARCS-01080-27

ARCS-01080-29

FOR-10005-03
FOR-10005-40

	View Document

Access Group <ORG UNIT> CON
View Metadata

Access Group <ORG UNIT> CON
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	3rd party business information, personal information

	All
	Specific records restricted to management
	Various:

ARCS-00280-20

ARCS-00292-30
ARCS-00292-40

FOR-10851-01
FOR-10851-20
FOR-21200-01
FOR-21200-20
FOR-21250-01
FOR-21250-20
FOR-21250-30
FOR-21250-40
FOR-21250-60


	View Document

Access Group <ORG UNIT> MGMT
View Metadata

Access Group <ORG UNIT> MGMT
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Specific records relating to current management issues, policy advice and development

	HEN
	Specific HEN files
	FOR-23060-40
	View Document

Access Group HEN Restricted
View Metadata

Access Group HEN Restricted
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Involves internal investigation, therefore applied to single file

	HFM
	Budget Development
	ARCS-01010-02
ARCS-01025-30
ARCS-01250-20

	View Document

Access Group - HFM - Budget Development

View Metadata

Access Group - HFM - Budget Development

Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Restricts access to specific HFM staff 

	HFM
	Contract Management 

- contract advice
	ARCS-01060-02
ARCS-01060-07
	View Document

Access Group - HFM – Contract Mgmt
View Metadata

Access Group - HFM – Contract Mgmt
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Restricts access to specific HFM staff, policy advice, 3rd party business information

	HFM
	Financial Audits
	ARCS-00975-50
	View Document

Access Group - HFM – Financial Audits
View Metadata

Access Group - HFM – Financial Audits
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Restricts access to specific HFM staff – audits in progress

	HIS PIRLS
	Sensitive FOI Requests 
	Not used August 1, 2007
	View Document

Access Group – PIRLS – FOI Sensitive
View Metadata

Access Group – PIRLS – FOI Sensitive
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	All exceptions of FOI legislation potentially apply

	HIS PIRLS
	FOI requests
	ARCS-00290-20
ARCS-00290-03

ARCS-00292-30
ARCS-00292-40
ARCS-00292-45
	View Document

Access Group – PIRLS – FOI 
View Metadata

Access Group – PIRLS – FOI 
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	All exceptions of FOI legislation potentially apply

	HIS
	Litigation
	ARCS-0352-20
	View Document

Access Group – PIRLS – Litigation
View Metadata

Access Group – PIRLS – Litigation
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Litigation records

	HIS
	Privacy Investigations
	ARCS -0292
	View Document

Access Group – PIRLS – Privacy investigations
View Metadata

Access Group – PIRLS – Privacy investigations
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Personal information

	HVA
	Revenue Forecasting and reporting
	FOR-21200-01
FOR-21200-20
FOR-21250-01
FOR-21250-20

FOR-21250-30
FOR-21250-40
FOR-21250-60


	View Document

Access Group – HVA – Forecasting, Reporting and Planning

View Metadata

Access Group – HVA – Forecasting, Reporting and Planning

Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Harm to financial interests of government

	HVA
	Scaling Exams

Reports on scaling exams and licences
	FOR-21610-00
FOR-21610-01

FOR-21610-02

FOR-21610-04

FOR-21610-05

FOR-21610-06

FOR-21610-07

FOR-21610-20


	View Document

Access Group – HVA – Scaling Exams
View Metadata

Access Group – HVA Scaling Exams
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Records relating to the testing of Scalers within the Province of British Columbia.  Includes examination master copies, inquiries re dates on which examinations will be held, general inquiries as to the requirements for writing examinations, and information concerning the Board of Examiners (who administer the scaling examinations).  .

	Specific Staff
	Legislative Program
	ARCS-00135-04
	View Document

Access Group – Access Group - Regional Legislative Contacts

View Metadata

Access Group – Access Group - Regional Legislative Contacts
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default


	Draft legislation

	
	
	
	View Document

Access Group <ORG UNIT> 
View Metadata

Access Group <ORG UNIT> 
Update Document

Ministry default

Update Metadata

Ministry default

Modify Record Access

Ministry default

Destroy Record

Ministry default

Contribute Contents

Ministry default
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Click on the Kwikselect icon to show the screen below








This and other tips are available at our website: http://gww.for.gov.bc.ca/his/edrms/Tips

